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4 APR WA 


MEMORANDUM FOR: Assistant for Information, DDA 


FROM: Robert W. Gambino 

. Director of Security a 
SUBJECT: Additional Questions Regarding DDA Functions 
REFERENCE: Request from House Permanent Select Committee 


on Intelligence, dated 29 March 1978, for 
additional data regarding CIA 


In response to the referenced request, the Office of 
Security proffers the following responses regarding 
Suestions 2 and 6: 


a. Question 2 - Who conducts background clearances? 


The Office of Security, CIA, conducts background 
investigations and adjudication of applicants, 
employees and other individuals with access to 
Agency information or facilities, These investi- 
gations are conducted by a network of trained 


investigators operating out of or under the 
supervision[ STATINTL 


b. Question 6 - What is the relationship 
between the CI Staff and the Office of Security? 


The Office of Security and the CI Staff enjoy 
a close working relationship in the exercise of 
their joint responsibility for the CIA's counter- 
intelligence program. The Office of Security 
focuses on detection and prevention of hostile 
penetrations of the Agency through its employees 
and other-individuals with staff-like access to 
classified information, whereas the CI Staff STATINTL 
concentrates on Agency operations and operational 
personnel as well as the collation of information 
on the capabilities and intentions of hostile servi Pamerin 
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{| Remarks: Jack: 

Attached are additional questions relating 
to DDA functions/activities received late yester- | 
day from the HPSC(I). We ask that the questions 
marked be addressed by the DDA components con- 
cerned and that responses be provided to this 
Office by COB Tuesday 4 April 1978. We are 
assuming that the question on open-source publi- 

| cation deals with other than.our unclassified 

| publicationg of official reports (e.g., by NFAC). 
In other words, those cleared through outside 
activity approval requests. (Would it be 
appropriate to include with your response a copy 
of the concerned regulation?) The question on 
recruitment of women and minorities has also 
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‘ enclosed ‘are two transcripts of preccaainee) BeECES: he: * 
Subcommittee on Oversight of the House Permanent Select. Com- . ‘ 
. mittee on Intelligence during which officials from the CIA 
testified as to the. organization of the Agency and the approval, 
implementation and review of covert - action. Pursuant to Rule 4 -- 
of the Rules of the Committee, it is requested that appropriate | 
corrections be made and completed transcripts returned within 
five days following receipt. This same rule provides that 
"Corrections shall he Limited to grammar and minor editing, © hidiiges 
“and may nat’ be made to Snaiee the substance o£ the testimony. ? os 


ree "Due to the yeaa dey of a Taweuiky the issue has been ie? 
yaised as to whether a copy of proceedings before a Congres- - .-*:. 7? 
sional Committee (taken in executive session) can be reached |. :-- 
by a Freeddm of Information request.. In an effort to obviate . 
‘any future problems that might result due to an adverse ruling — 
. in this case, the Committee is transmitting the attached tran— Ps 
scripts with the understanding that they are eae on Re aie’ te 
‘joan and ehat no eopres will pe mee thereoE. | aa 2 es ee 


In some instances, ‘the witnesses. Miiicaeae that: hee heh 
would supply their response or additional material for the 
-xecord. Please supply these responses and materials as well 
- as responses to the attached additional questions for the 
' xecord with the return’ ‘of the EkAmee Ore cs ae 


{f you have any euesb ious concerning ‘this request, ‘pléase | 


have your action officer contact Mr. Michael J. O'Neil at Lo ee ane 
225-4121. nae 
With every good wish, I am , ie 


Sincerely yours, 


BDOWARD Pl. BOLAND 
Chairman 
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2. . Please explain the marked decline in covert Action from 
1969 to 1973 (two years before the national. gontroversy over 


intelligence activities abroad) - 
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MEMORANDUM FOR: 
FROM: 
SUBJECT : 


2. Who conducts background security clearances? 
The CIA, Office of Security independently contucts back- 


ground security investigations under th 


rovisions of 
Executive Order 12036 in accordan with standards set forth 
in Director of Central Inte igence Directive No. 1/14 and 
issues clearances for access to information classified under 
provisions of Exeetitive Order 11652. 


a 


6. What is the relationship between the CI Staff and 
the Office of Security? the International Affairs Staff? 


The Director of Security and the Chief, Counterintelligence 
Staff, are jointly responsible for those aspects of the CIA's 
counterintelligence program which affect Agency security. 
Activities undertaken by the CI Staff are focused on Agency 
operations and operational personnel as well as the collation 
of information on the capabilities and intentions of hostile 
services. The Office of Security focuses on detection and 
prevention of hostile penetrations of the Agency through its 
employees, including staff personnel and individuals with 


staff-like access to classified information ,based—upen 
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Internal Security Function 


The Office of Security, Directorate of Administration, 
is responsible for the implementation and operation of the 
Central Intelligence Agency's internal security functions as 
they relate to personnel, technical, and physical security. 


The Director of Security thus provides for the necessary 
investigative activities, polygraph program, and appropriate 
liaison with other United States agencies to obtain pertinent 
Security information regarding individuals associated-with 
the Agency in an employment, contractual, and/or clandestine 
Capacity. The Director of Security, using the information 
obtained through the above investigative procedures, is also 
responsible for approving or disapproving the employment and 
contractual utilization of individuals, although the Directorate 


. of Operations retains the approval authority for the Clandestine 


and/or operational use of individuals. 


-All of the investigative procedures used in formulating 
security approvals and/or disapprovals are conducted in full 
accordance with Executive Order 12036 of 26 January 1978) as well 
as. Agency regulations based on that Executive Order. In terms 
of those American citizens who are or will be associated with 
the Agency in an employee. capacity, or those who will be 
Similarly associated with the Agency as contractors's employees, 
the investigative actions are based on and in accordance with 
Executive Order 10450 of 27 April 1953, which provides the 
basic criteria used throughout the United States Government in 
granting individuals access to classified information. The 
Office of Security also conducts a reinvestigation program which 
is intended to reassess an individual's suitability for 


- continued access to classified information on a five-year 


25X1A 


cycle, and which consists of a limited background investigation 
to update previous investigative data, a polygraph interview, 
and liaison with other United States agencies. 


The Director of Security is also responsible for all 
aspects relating to the physical/technical security and. 
Safety of Agency facilities, personnel, and documents. This 
mission is accomplished through world-wide programs designed 
to prohibit unauthorized access to Agency facilities through 
the use of guards, badge programs, and security equipment such 
as safes, vaults, and alarm systems. 
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The Office of Security's mission includes the formulation. 
of policies, providing guidance, and the implementation of 
these policies as they relate to compartmented intelligence 
information for the entire Intelligence Community. - Further, 
with the advent of the computer era, the Office of Security 
is responsible for research and programs to protect the 
Agency's compartmented computer systems. 


Counterintelligence Function 
conte a 


The Director of Security and the Chief, Counterintelligence 
Staff are jointly responsible for tnose aspects of the Agency's 
counterintelligence program which affect Agency security. 
Attendant to this responsibility is the continuing Study and 
analysis of pertinent data, 1.e€., research, by counterintelli- 

‘gence specialists, and the conduct of special investigations ._ 
as outlined in Agency regulations. . 


The thrust of activities pursuant to the counterintelligence 
responsibility of the Director of Security is the detection 
and frustration of hostile penetration operations, including 
attempted recruitments, provocation attempts and efforts to 
exploit nonoperational Agency personnel as well as hostile 
efforts directed against the physical security of Agency 
installations. 


Activities undertaken by the Counterintelligence Staff 


pursuant to this responsibility are focused on Agency operations — 


and operational personnel as well as the collation of informa- 
tion on the capabilities and intentions of hostile services. 


The Director of Security and the Chief, Counterintelligence 
Staff fully support one another in the conduct of counter- © 
intelligence investigations and keep one another fully briefed 
on individual cases being pursued, They meet regularly to 
discuss the status of their research and investigative activi- 
ties in the counterintelligence field, Any counterintelligence 
investigation by either the Office of Security or the Counter- 
intelligence Staff, both domestically and abroad, is conducted 
in full accordance with Executive Order 12036 and all other 
applicable statutes and regulations. 
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MEMORANDUM FOR: Chief, Counterintelligence Staff/DDO — 


FROM - : Robert W. Gambino 


Director of Security a oo oD ” 


Deputy Director for Administration 9 gy ia7g, 


vO 


VIA . 


SUBJECT ' : Counterintelligence Mission - 
- . O€Fice of Security. 


1. In line with our recent discussion, I would like 

. to reiterate my desire to maintain, and improve where _ 
necessary, the Agency's overall counterintelligence mission. 
Since the Agency's counterintelligence program is the . 
combined responsibility of both the Office of Security and. 
the Counterintelligence Staff, it can only -be effectively | 
carried out in an atmosphere of mutual cooperation and ~ 
understanding. bet ; 


25X1A~. 2.. Pursuant to[ __|the Office of Security is * 
‘expected to "develop and conduct internal counterintelligence ~ 
programs to detect. and prevent hostile penetrations of the - 
Agency through its employees." I feel that this charge as 

’ “directed at this Office is sound and proper. Further, I 
feel that the operative phrase in reminding the Office of 
Security of its proper focus in this matter is "through ~ 
its- employees.” In the area'of counterintelligence =: 
‘programming, I insist that this Office must concentrate its 
attention on operations against and vulnerabilities of 
Agency staff personnel and those others associated with 
the Agency who have or are being proposed for staff-like 
access (contract employees, military and civilian detailed 
personnel, contractors’ employees, etc.). _ 


3. In carrying out its total personnel security effort, 
including the counterintelligence dimension thereof, the 
Office of Security collects, assesses and stores a great 
deal of information about people who have or are expected 
to have a relationship with the Agency. There is nothing 
more vital to this Office's viability than the sanctity of 
the files containing this sensitive and personal information. 
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I think our personnel realize and appreciate that we feel 

this way and that encourages them to volunteer information 
relevant to personnel security and counterintelligence. 

I cannot afford nor would I consider any action to Jessen 

this stringency and discipline regarding our security file 7 
holdings. At the same time I recognize my responsibility <: 
to assist you with regard to employees and activities of ' FE 
' the Directorate of Operations (DDO) and will immediately” 
advise you should the Office of Security receive any - ; 
credible information which would adversely affect the integ- .* 
. Yity or security of the personnel and operational activities °: 
.. of the DDO... | _ re 


4. On 18 August 1976 a formal memorandum of understand- 
ing was forwarded to the Director, Federal Bureau of Investi- 
gation (FBI), setting forth the specific categories of infor- _ 
mation which the FBI would forward directly to the Office of 
Security. One such category relates to information "ofa. 
counterintelligence nature affecting present or former CIA 
employees and other persons who are or were similarly aSso-/« 
ciated with the CIA." In this regard the Office of Security. 
also has the responsibility to correspond with the FBI on 
all counterintelligence matters involving current Agency 
‘Staff or staff-like personnel: former employees, and other 
staff-like personnel in the U.S. Bearing in mind this respon-~ 
sibility., should your office or the DDO receive information 
concerning Agency staff or staff-like personnel which should 
be forwarded to the FBI, please advise this Office in order 
that we may initiate the appropriate correspondence. 


5. A mutual exchange of information will facilitate a 
thorough and joint approach to the Agency's counterintelli- 
gence mission. Specifically, the Office of Security would 
- appreciate your assistance in providing this Office with infor- - 
mation you may receive falling within these categories: 


a. <Any attempt to recruit Agency personnel 
or Agency-associated contractor personnel by a. 
foreign intelligence service, either domestically 
or abroad. ; 


2 
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b. Information ‘indicating that 2 foreign 
intelligence service is assessing the possibility 
of a recruitment directed against Agency personnel 
or Agency-associated contractor personnel, either 
domestically or abroad. . 


c.° Information surrounding operational activity 
or Classified Agency projects believed to have been 
compromised as a result of a penetration of the 
Agency via its personnel or via _Agency- associated 
contractor personnel. 


a. Information surrounding any operational 
activity or other classified Agency projects 
believed to have been compromised as a result of 
carelessness or negligence on the part of current/ | 

- former Agency personnel or Agency-associated con- 
tractor personnel, either domestically or abroad. 


-e. Any incident brought to your attention | 
which would reflect adversely on an individual's — 
suitability for continued Agency employment and/or 
access to classified Agency information. 


£, Information received which would indicate 
that affiliation with the Agency of current - 
Agency personnel or Agency-associated personnel 
has become known to a hostile foreign intelli- 
“ gence service. | , 


6. The Office of Security does not possess the high ’ 
degree of knowledge concerning overseas operational activities 
which accrues to a. professional - employee of the DDO. Further, 
in view of the paucity of Office of Security personnel over-~ 
seas, it is extremely important that close cooperation exists 
between the Counterintelligence Staff and this Office. 


7. It is my hope that our two offices can continue to 
work together, and I give you my assurance that the Office 
of Security stands ready to assist you in this endeavor to 
provide the Agency with the highest degree of protection 
from.a counterintelligence standpoint. 


- oP 
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8. This Office is in the process of developing a 
Headquarters Regulation which will detail the Office of. 
Security's counterintelligence mission and responsibilities, 
and direct other Agency components to support the Office 
of Security's CI mission. JI will coordinate this effort 


with your office. 
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| CENTRAL INTELLIGENCE AGENCY 
WASHINGTON, D.C, 20505 _ 13 Ju! 


OLC: 76-1798/a 
Honorable Daniel K. Inouye, Chairman 
Select Committee on Intelligence 
United States Senate 
Washington, D.C. 20510 


Dear Mr. Chairman: 


' T have your letter of 21 June 1976 concerning investigations of 
industrial personnel, 
were engaged in clas 
Agency. 


Our responses to the specific questions raised by your Committee 
are as. follows: 


1. Did the CIA conduct the investigation of| __ employees working 25X1A' 
on a project under contract to the CIA? 


Answer: Assuming the question refers to the project mentioned 


‘by Senator Howard H. Baker at our appearance before your Committee 
on 16 June, the answer is yes. 


2. If the.CIA conducted the investigation of these employees, under 
what cover did it do so? 


3. What is the general practice of the CIA in conducting investigations 
within the United States of industrial contract employees? 


Answer: The Agency conducts personnel security investigations 
. of industrial contract employees when such employees require access 
to classified information. This usually involves z:cess to new or 
improved methods of collection, processing or arvalysis of intelligence. 
These investigations are normally conducted by Agency personnel 


25X1A O5X1A 
25X1A 
e security investigation involves a fu mackground investiganion 
25X1A 
yOLTIOW 
Soren _ a 
ee sol fim ® 
Soa, poe . 1 coe 2 G&S) Es 
a” eo an n . e Pe E 


. ati oF, ns 
Ari onde E “ion yed Foy eenecinetstal CIA-RDP85- 00821R000100060083-?- a 


Certs mis eet date er ent) (ben. onal i Al oSé asy3 $ Te. 


eo 


25X1A 


i UAL 


Approved Fork Release DP85- 00821 R000100060003- 7 


ne 


_@ 
No 
oOo 
oO 
No: 
~~. 
= 
=p an 
= 
(fe) 
On~ 
> 
rs) 


4, Whatis the relationship of the CIA to other investigative services 
of the Federal Government's Intelligence Community, the DiS, NSA, 
the FBI, cte., covering the security investigations of Americans 
working on projects for the intelligence agencies of the United States? 


Answer: CIA's investigative service {s completely independent 
of the investigative services of the other members of the Intelligence 
Community. We do not conduct personnel security type investigations 
for them nor do they conduct such investigations for the CLA. We do, 
however, share our investigative product through the mechanism of 
‘the National Agency name trace. The security standards, practices 
and responsibilities of the Intelligence Community are governed by 
Executive Orders 10450 and 11905 and by DCID 1/14. Copies are 
enclosed for your information. In regard to contractor employees, — 
CIA investigates only those employees who require access to classffied 
information to:perform work on contracts of Agency interest. 


‘The final question in your letter was whether one agency such as the 

FBI could conduct security investigations for all of the Intelligence Comunity. 

Such an arrangement would present serious problems for the CIA, particulariy 

where an investigation must be conducted without revealing U. S. Government - 

‘interest.. Our own investigative capability allows us to conduct special types 

of investigations-tailored not orly to protect cover, but also to protect unique 

operational considerations which might be compromised if a routine investigation 

fe conducted, , 

I appreciate your interest in this subject and would like an early opportunity 
to discuss my statutory respons sibility for peotecting intelligence sources and 
“methods from unauthorized disclosure, Finally, the President, in Executive 
Order 11905, has charged me with developing programs for the Intelligence 
Community in the area of security, and I look forward to > discussing this ata 

‘future meeting. with the Committee, 


Sincerely, © - 
; sé, Geecve Buch 
George Bush . 
Director ; 25X1A - 
Enclosures 
As statied 
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MEMORANDUM FOR: Legislative Counsel 
VIA : Deputy Director for Administration 


FROM Robert W. Gambino 


Director of Security 


ot 


SUBJECT : Four Questions Posed by the Senate Select 
Committee on Intelligence on 21 June 1976 


1. In response to your verbal request of 23 June 1976 


for answers to the four questions posed by Sénator Inouye 


in his letter of 21 June 1976 to the Director, the following 
is offered for your information. . 


2. In regard to question (1) "Did the CIA conduct ~~ 
.the investigations af femployees working on a project 


under contract to the TIA? 
ANSWER: Yes. 


3. In regard to question (2) "If the CIA conducted 
the investigation of these employees, under what cover did 
it do so?” 


4. In regard to question (3) "What is the gencral 
practice of the CIA in conducting investigations within the 
United States of industrial contract employees?" 


_ ANSWER. The personnel security standards and 
practices governing the conduct of CIA's domestic investi- 
gations of industrial contract employees is set forth in 
Executive Order 10450 and DCID 1/14. Tab A sets forth the 
actual investigative coverage or practice applied to 
industrial contractor employee investigations. 


OS 6 2848 
Approved For Release dob 1/19 : CIA-RDP85-00821R000100060003-7 


25X1A 


weepey 7 
(onus : _ 
Approved-For Release 2002/11/1 9. : CIA-RDP85-00821R000100060003-7 


>. In regard to question (4) “What is the relation- 
Ship of CIA to other investigative services of tho Federal 
Sovernment Intelligence Community; the DIS, NSA, the FRI, 
etc., concerning the Security investigations of Americans 
working on projects for the Intelligence agencies of the 
United States?” 


ANSHER: CIA's investicative service is conplectely 
independent of the investigative services of the other 
members of the Intelligence Community. We do not conduct 


personal security type. investigations for then nor do they 


conduct such investigations for the CIA. We do, however, 
Share our investigative product through the mechanisn of 
the National Agency name trace. In regard to contractor 
exployees, CIA investigates only those Americans whe will 
have access to security information as a result of their 
enploynent with Agency procuremont contractors or an 
Intelligence Community project contractor for which CIA 
has cammand and security responsibility. a 


6. Also attached for your information as Tab B are 
three papers which we believe will resolve the issues _ 
raised by the Select Comaittee in the last parapraph of | 
Senator Inouye's letter. Although the pavers were prepared 
in 1973 and 1975, we feel they are as current and viable 
today as when they were written, 


7. You are requested to coordinate your reply to 
Senator Inouye with this Office prior to its dispatch. 


Robert W. Gambino 
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the tollowing is an outline of the investivative cover- 
age scacduled ia cases falling within the. purview of 8O i04S% 
cn : | | : 


— im an + 
SCORE 
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Remarks: 


Attached is the material previously prepared 
for the SSCI regarding why the Agency does 
its own background investigations. 
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